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Message from the Director

As we are entering the fall season and the quickly
approaching holidays all of us at CIB want to wish all of you
a happy and safe holiday season. | would also like to thank
ALL of you that attended the CIB Conference in September!
We have already started planning next year’s conference
and any suggestions would be appreciated!

| would like to welcome a new member of the TIME and
Technical Team, Matthew Woodrum! Matt is our newest
Training Officer, and we are glad to have him on the team.

Our last newsletter had a good article about packing the
record when agencies make entries. To continue with that
theme this newsletter has a very good resource article about
the source documentation requirements for all entry types.
This might be one you want to keep handy for reference.

The FBI CJIS Division is wrapping up the modernization of the
CJIS Security Policy and version 5.9.5 was released in July.
The policy has really grown, and CIB is working internally
and with CJIS to determine the impact. Please reach out to
CIB with any questions that your agency may have. Also, our
next FBI Audit has been scheduled and will be in May of
2025, we will notify the local agencies that the FBI will be
auditing as soon as we know.

CIB is seeking feedback from agencies. Last year CJIS began
using Nlets Admin messages to send tips from the National

Threat Operation Center. Please see the article on page four
and send us any feedback that you may have.

BT~
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Welcome to CIB

Matthew joined CIB as the newest Training
Officer for the TIME and Technical Unit in
September of 2024. Matthew previously
worked at the Beloit Police Department as the
Records Supervisor. Matthew also spent 8
years at the Rock County Communications
Center (911 dispatch center). While at 911, he
was an APCO certified training officer, a
member of the Critical Response Team and an
acting supervisor.

Source Documentation for
Record Entry

Is your agency packing its records? Does your
agency have supporting documentation for the
entered data? What sources does your
agency use to obtain maximum data? Is the
source valid? You should be asking yourselves
these questions each time you enter, modify,
supplement, or validate a record.

Packing a record involves gathering
comprehensive data from reliable sources and
incorporating it into your TIME System entry.
The specific sources for each record type vary.
Person records typically utilize the most
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potential sources, while guns and articles tend
to have fewer. The following are the starting
points for the respective person record types:

Wanted Person File: A copy of the signed
warrant (electronic or hard copy) from the
court

Temporary Misdemeanor/Temporary Felony
Wants: A copy of the police report

Missing Person File: A missing person report
(electronic or hard copy) and if the individual is
over the age of 21, signed documentation in
possession supporting the stated conditions
under which the person is declared missing.

Unidentified Person File: Documentation
(electronic or hard copy) on file

Protection Order (No contact, TRO,
Injunction) File: The protection order from the
court (electronic or hard copy).

Identity Theft File: Official complaint
(electronic or hard copy) recorded by and on
file at a law enforcement agency. It also must
include a signed consent waiver from the
victim.

Violent Person File: Criminal History
Information indicating the criteria the
individual met (one of the three types of
convictions) to be added to the file or a copy of
the police report indicating the subject met
the fourth criteria (expressing intent to
commit unlawful violence against law
enforcement member or the criminal justice
community).

Gang Member File: Documentation (electronic
or hard copy) showing which entry criteria the
individual meets.

Those are just the starting points for person
entries. All person entries likely include data
from the following sources: Multi-CHRI query
in Portal (form 1781) or equivalent query in
your interface software for DOT, DOC, CIB,
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NCIC, lll, etc. The responses from that query
can provide an FBI #, state ID numbers, alias
names, alias dates of birth, alias social
security numbers, physical descriptors
(including height, weight, hair color, eye color,
SMT(s), fingerprint classification, etc.). A WI
DOT response provides physical descriptors,
Driver’s license or ID card number, former
names and associated ID numbers. The DOC
response can provide additional SMTs and
aliases that may not be found in other sources,
and a DOC client number.

A separate DNR person search (PXL form
0958) should be made, which may provide a
DNR customer ID number, physical
descriptors, address, and phone number. If an
out of state criminal history exists, query the
state ID number for additional descriptors
(SMT, skin tone, Miscellaneous ID numbers,
etc.). Check to see if they have ever had a DL in
another state (some states include additional
personal information such as social security
numbers, emergency contacts, etc.). Beyond
TIME System queries, agencies can utilize
their Record Management System (RMS),
information from complainants (descriptors,
photos, etc.), CCAP, social media websites,
medical records, (specifically for missing
persons) etc.

Property files require the following:

Vehicle File (stolen, felony or stolen license
plate): Stolen vehicle or stolen plate entries
require a theft report. A felony vehicle may be
entered immediately if the whereabouts are
unknown (a CAD event or a report can be used
for documentation).

Boat File: A theft report (electronic or hard
copy) is required to support the entry.

Part File (vehicle and boat parts): A theft
report (electronic or hard copy) is required.

Article File: A theft report (electronic or hard
copy) is required.
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Gun File: A theft report (electronic or hard
copy) is required for stolen weapons.
Recovered weapons require documentation
and must remain in the entering agency’s
possession. Lost/missing weapons require
documentation (electronic or hard copy).
Felony weapons can be entered if the weapon
is believed to have been used in the
commission of a felony and the location of the
weapon is unknown (you could use a CAD
event for documentation or a report.)

Security File: A theft report (electronic or
hard copy) is required.

Though there is less information available in
the TIME System to support property files,
there are still some queries that can be made
to assist in packing records. For vehicles, run a
query on the license plate, and Vehicle
I[dentification Number (VIN). The VIN Check
query (form 0405) provides information from
the manufacturer including make, model, year,
vehicle type and location of manufacture. If a
vehicle was never registered, this is a good
option for obtaining that information.
Information on ATVs, snowmobiles, etc. can be
found by querying DNR vehicles. Information
on boats can also be found by querying an
appropriate DNR form. This information
includes boat registration, boat hull number,
boat year, make, model and type, address of
owner, etc. Generic images can be found in the
TIME System to attach to an entry to aid in its
recovery. Outside of the TIME System,
information can be obtained from
complainants (descriptions, photos,
certificates of ownership, vehicle titles, etc.).

You CANNOT use another agency’s entry as
source documentation for the entry, unless
you contact that agency directly to request a
copy of their case file. The reason you cannot
use it is you cannot verify where the
information came from, and it is possible that
the agency entered information incorrectly.

It is extremely important that agencies are
making the necessary queries (before/at entry
as well as during validation) to ensure that the
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records are packed with as much information
as possible. Keep in mind that some
supplemental fields are limited (99 alias
names, 9 additional SMTs, 9 additional alias
dates of birth, 9 additional social security card
numbers, etc.) but if the information is
available and you have the room to enter it,
you are required by NCIC policy to enter it.
Remember, the more we pack our records, the
greater the possibility of resolution so we can
apprehend suspects, return property and clear
out our missing persons.

CJIS Security Policy Updates

The FBI CJIS Division recently released version
5.9.5 of the CJIS Security Policy on July 9%,
2024. The most up-to-date version of the
policy as well as the companion document can
be found at https://le.fbi.gov/cjis-division/cjis-
security-policy-resource-center. The newest
updates to the policy are that the Basic
Password Standard in IA-5(1)(a)(5) has a
sunset date, priorities / timelines have been
added to the CJIS Security Policy and
Companion Document and the Configuration
Management Control has been modernized.

As of September 30", 2024, the Basic
Password Standard no longer meets new
authenticator requirements and will not be
allowed. Agencies will have to ensure they are
meeting all of the other requirements for
Memorized Secrets from IA-5(1)(a)(5).

Shortly after the table of contents in the CJIS
Security Policy, there is a table labeled “List of
Priorities”. This table includes all of the
different controls and provides what priority
level that control has for implementation /
when it is sanctionable. This table will help
agencies define what controls need to be
addressed at their agency first. Priority 1
items are sanctionable now. Priority 2, Priority
3 and Priority 4 items fall within the “zero-
cycle” which started October 1%t, 2024 and
ends September 30", 2027.
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The Configuration Management Control (5.7)
has been modernized and all controls are
listed as CM. Agencies will be required to have
a Configuration Management Policy and
Procedure in place. There are significant
additions to this section and will require action
from your agency. Many of these new controls
have been listed as Priority 1. Please reach out
to CIB with any questions.

National Threat Operations
Section

Last year, the National Threat Operations
Section began sending out notices to local
agencies via Nlets Administrative

Message. Please see the January 2024 edition
of the TIME Newsletter for additional
information regarding these messages. As of
August 31, 2024, Wisconsin agencies have
received approximately 1,393 messages from
NTOS in total and the top ten agencies are
shown below.

We are writing this newsletter article to solicit
additional feedback from your agencies. Does
your agency have questions about what these
notices are intended for? Do you disseminate
these notices to others in your agency? Does
your agency have any success stories relating
to these notices? If your agency has any
feedback regarding these notices, we would
love to hear from you. We can be reached at
cibtrain@doj.state.wi.us.

Nlets Messages
126
107
61
43
31
25
23
22
20
20

Agency
Milwaukee CO SO
Milwaukee PD
Dane CO SO
Madison PD

Waukesha CO SO
Kenosha CO SO
Rock CO SO
Racine CO SO
Eau Claire CO SO
Winnebago CO SO
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ALPR NCIC and CIB Update

Effective 8/21/2024, the NCIC and CIB ALPR
extract data that are available to ALPR
Download Users via eTIME, are now being
refreshed four times per day instead of the
previous two times. This change increases the
likelihood for ALPR Download Users to obtain
more current data from NCIC and CIB. The
data will refresh at approximately 3am, 8am,
3pm, and 8pm. Please note the date and time
under the last update header to determine
when the information was last updated. The
DOT extract file is unchanged and continues
to be refreshed once per day.

This is informational only and there are no
changes or action required for ALPR Download
Users who are responsible for downloading
this data. ALPR Download Users can choose
when and how often to retrieve the ALPR
extract data through eTIME at their own
discretion.

If you have any questions regarding
automated license plate readers (ALPR) or
obtaining access to this data, please reach out
to the TIME and Technical Unit at
eTIME@doj.state.wi.us.

ALPR Files

Select one or more file(s) to be downloaded from the list below:

Record Totals
15403
1266817
509951

Source
CiB
poTt
NCIC

Include with Download Last Update

Wed Aug 28 02:30:45 CDT 2024
Wed Aug 28 03:14:31 CDT 2024
Wed Aug 28 02:31.06 COT 2024

Download

DOT Responses to Include
Fuel Types

Effective September 9, 2024, users began
receiving fuel type data as part of DOT vehicle
registration responses. There are two main
reasons for this change; the first reason is
responder safety. In an instance where there
is a vehicle crash, responders can see the fuel
type on the return and then determine how to
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approach the situation (in case of
fire/explosions/fumes, etc.)

The second reason is that Wisconsin law now
requires electric and hybrid vehicles to display
an EV sticker. If an officer encounters a
vehicle without a sticker displayed, they can
properly inform, warn or cite the driver for not
displaying the sticker.

This information will not be available through
eTIME or MACHBOT until additional code
changes are made. Watch for an update on
this in a future newsletter. This information
will be seen in Portal XL and other interface
responses. Below is an example of a Portal
response:

/0173 C173 ASTABSESCOOKSMZ84 WIO13015Y
DoT 258 32 08/21/24 09:44 01 oF 01
INP Input Request:

INF1 Plate only: 1205 08/21/2024 05.44 EM CT
INEZ Fesponse 4 of &

PLT Plate Information:

PLT1 NBR: 1205 / Type: SOV - STATE OWNED

REG Registration Information:

REGL Type: GOVERNMENT / Last Updated: 10/11/2004 at 0%:00 &M
REG3 Period: NON EXPIRING / Expires: NON-EXP
OWN Cwner Detail:

OWN1 lst: WI DEPARTMENT OF ADMINISTRATION
OWN3a 1704 s ST

OWN3c PQ Box 7880

OWN3d MADISCN WI 53713-1212

VEH Veshicle Information:

WARN Data displayved may be incomplste.
VEHZ 4TESTRECORD / No Data Found
VEH3 Year: 1940 / Make: CHEVROLET
VEH4 Model: No Data Found / Style:
WVEH10 Fuel Type: Gas

No Data Found

Informaticn:
98005630108

Title
Title Numbsr:

TTL
TTL1

The following are potential fuel types that
users will see on DOT responses:

 Gas Hybrid
« Convertible
* Diesel

» Electric

« Ethanol fuel

* HFuel Cell

« LNG
Methanol Gas
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« Comp Nat Gas
* Propane

* Unknown

« Gas and Oil Mix
* Diesel Hybrid

New WI License Plate
Available - International
Crane Foundation

Effective October 9%, 2024, “The International
Crane Foundation” plate was issued by the
Wisconsin Department of Transportation.

The International Crane Foundation is a non-
profit organization based in Baraboo, WI, that
works to conserve cranes and crane
ecosystems worldwide. International Crane
Foundation license plates are issued to anyone
who is interested in expressing support for the
International Crane Foundation. These plates
became available October 9, 2024. The
plates have a picture of wetland and cranes.
"WISCONSIN" is printed at the top and
“SAVINGCRANES.ORG” is printed at the
bottom of the plates in black. Non-
personalized plates display the letters

“CN” as a suffix. To query the International
Crane Foundation plate use code “CV”. To
enter the plate as lost or stolen, use code “CN”
(conservation).

Nlets Resources

What is Nlets? Nlets is the International
Justice and Public Safety Network, which is a
non-criminal justice entity that allows for the
secure exchange of law enforcement, criminal
justice and public-safety related information
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nationwide. Nlets allows law enforcement
agencies in one state to obtain information
from another state through different message
keys.

The Wisconsin TIME System supports many of
the available Nlets message keys.

The Nlets website www.nlets.org has many
resources including, but not limited to:
Message Key Maps to show which states have
which message key capabilities, and the Nlets
User Guide, which provides information and
examples of different types of transactions. A
link to the Nlets User Guide is now available
through the Links in the Portal XL menu or a
user can access it via Nlets User Guide : Nlets.

NLETS USER GUIDE

@ Introduction

@ State Response Format Change

& Introductory Information
[ Nlets Security Policy

[® Message Structure

Automatic Email
Confirmations for Fingerprint
Submissions

After an arrest fingerprint submission to the
WI DOJ is processed, an email notification
(from mbis-admin@doj.state.wi.us) is sent to
an email address associated with the
submitting agency’s ORI. For successful
submissions, these emails will contain the SID
number. For identification purposes, agencies
can use the SID number to query the TIME
System to locate the FBI number. If you're
unsure of what email address we have on file
for your agency or if you would like to update
the email address, please contact the CIB’s
Criminal History Unit,
cibcriminalhistory@doj.state.wi.us

Some examples of these emails are below:
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1. Example of successful submission email,
when the submitted prints were added to an
existing WI criminal history record.

SID: 1234567

Name: DOE,JOHN

DOB: 01/2/1999

Date of Arrest: 01/30/2021

Search Results: I: Identification

2. Example of successful submission email,
when the submitted prints were not added to
an existing WI criminal history record, instead
a new SID has been created.

SID: 12345678

Name: DOE,JANE

DOB: 01/2/2001

Date of Arrest: 01/30/2021

Search Results: N: No Identification

3. Example of an unsuccessful submission,
due to duplicate TCN.

A duplicate transaction with a Type of
Transaction of CAR and TCN XX12345678910
has been

received and will not be processed.

4. Example of an unsuccessful submission,
due to invalid/missing data.

TCN (1.09) XX12345678910 transaction, sent by
ORI (1.08) WI0XX1234 has been rejected for the
following reason:

type2/field201/Group#3/V2

Wisconsin Name Segment Last Name V2 () has
an invalid field size.
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Crime Information Bureau (CIB)

Director

Deputy Director-TIME

System/Criminal
History

Deputy Director-
Firearms

TIME System

Operations Manager

TIME & Technical
Services Manager

Training Officer - Senior

Training Officer

Training Officer

TIME Analyst -
Advanced

TIME Analyst
TIME Analyst

TIME Analyst

Criminal History Unit

Manager

Criminal History Unit

Manager

Firearms Unit Manager

Firearms Unit Manager

TRAIN
eTIME

PSN Requests

TIME System Audits

TIME Billing
WORCS

TSCC

Contacts

Name

Bradley Rollo

Katie Schuh

Andrew Nowlan
Brian Kalinoski
Craig Thering
Sarah Cook

Ben Brandner
Matthew Woodrum

Zach Polachek

Jeanette
Devereaux-Weber

Jennifer Virgin
Megan Smaby
Sarah Steindorf
Brandon Smith
Jen Garske

Mike Worth

Telephone

608-264-8134

608-266-0335

608-267-2776
608-266-7394
608-261-0667
608-261-7667
608-266-9341
608-261-5800
608-264-9470
608-266-2426
608-266-7792
608-261-8135
608-261-6267
608-266-0872
608-264-6373

608-261-8104

608-266-7314

608-266-7633
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Fax Number

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-267-1338

608-266-6924

Email

rollobr@doj.state.wi.us

schuhkr@doj.state.wi.us

nowlanam@doj.state.wi.us

kalinoskibt@doj.state.wi.us

theringcd@doj.state.wi.us

cooksm@doj.state.wi.us

brandnerb@doj.state.wi.us

woodrumme@doj.state.wi.us

polachekzd@doj.state.wi.us

devereauxweberjd@doj.state.wi.us

virginjim@doj.state.wi.us

smabymn@doj.state.wi.us

steindorfsr@doj.state.wi.us

smithbp@doj.state.wi.us

garskejt@doj.state.wi.us

worthmj@doj.state.wi.us

CIBTrain@doj.state.wi.us

eTIME@doj.state.wi.us

cibpsn@doj.state.wi.us

cibaudit@doj.state.wi.us

timebilling@doj.state.wi.us

cibrecordcheck@doj.state.wi.us

tscc@doj.state.wi.us
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Additional Resources

Name Telephone/Website Le;rr::;;;::, Email/Fax
WILEnet https://wilenet.widoj.gov/ 608-266-8800 wilenet@doj.state.wi.us
::;;:Sg?fﬁ:fng;l??;?g)s e Unit dojcrimelabfrdb@doj.state.wi.us
National Crime Information
Center (NCIC)
Recalls 304-625-3000 ioau@leo.gov
Hits to Wants 304-625-9245 304-625-9899
WI Division of Criminal
Investigation (DCI)
General 608-266-1671
AMBER/Silver Alerts 844-WSP-HELP info@wisconsincrimealert.gov
International Justice and Public
Safety Information Sharing
Network (Nlets)
Control Center 800-528-4020 helpdesk@nlets.org
WI Crime Information Bureau
(CIB)
TIME System Control Center 608-266-7633 TSCC
Training, Policies & Manuals https://wilenet.widoj.gov/cib/time-system-training-materials-manuals-forms
Fingerprint card requests See link below
WI Recalls cibtrain@doj.state.wi.us
WI Dept of Corrections (DOC)
Community Corrections 608-240-5300
Central Records 608-240-3750
Monitoring Center 888-222-4362
WI Dept of Natural Resources
(DNR)
Enforcement (LE only) 608-267-0844 WDNR
Information 608-266-2621 RDNR
WI Dept of Transportation
Vehicle Records 608-264-7447 WREG
Driver's Records 608-264-7049 WOLN driverrecords.dmv@dot.state.wi.us
gislt:;i]taeldcg E:ﬁirrre?\r (l\'flllgzllgg)or \?V%\?WTS iEin_r%iLs.com VAD07019W
gla‘trfa"ua'(,'\{;g‘g)a"ce (Gillne 847-544-7000 ILNICBOOO investigativeassistance@NICB.orc
g:g;?f;éngnﬁ:f:nfg‘ryézft?g & 800-THE-HOPE wimissingpersons@doj.state.wi.us
WI Consolidated Court Access A G @Y
(CCAP)
g:n'igr'fégls"(':‘)c“h Smuggling  gg6 9515332 VTICE1600
Fingerprint card requests https://forms.fbi.gov/cjis-fingerprinting-supply-requisition-form
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