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Message from the Director 
As we have moved into fall and the Holiday Season, all of us in 
CIB wish all of you a Happy Holidays. This edition of the TIME 
System Newsletter has some important reminders for all our 
users. 
  
TSCC is the clearinghouse for all points broadcasts (APBD’s) 
and there are policies regarding sending information broadcasts 
that all agencies must follow. Please see the article on page 2 
for the policy reminder. 
  
Users of eTIME currently have three options to receive their 
multi-factor authentication (MFA) token via email, text, and Forti 
app on a mobile device.  However, the CJIS Security Policy 
deems the email and text tokens to be noncompliant methods. 
Please see the important article on page 3. 
  
This edition of the newsletter also provides good information 
regarding miscellaneous numbers on records as well as the use 
of the 0650 form in Portal XL to query immigration status.  If 
you have any questions about any of the information in this 
newsletter, please reach out to cibtrain@wisdoj.gov. 
  
Thank you to everyone who attended the annual CIB Conference 
in Green Bay September 17 – 19. We have already started 
discussions for next year’s conference. In addition, the CIB in 
person training schedule is being finalized and will be posted on 
WILEnet before the end of November. 
  
Please feel free to contact me or any CIB staff to discuss your 
thoughts on how we can continue to improve. 
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Statewide Messages / 
Broadcasts 

Are agencies permitted to send statewide 
messages (also known as all points 
broadcasts)? The answer is no; agencies may 
not send APBDs without first sending a 
request to the TSCC (TIME System Control 
Center).  There are nine regions in Wisconsin 
to which agencies can send administrative 
messages.  However, agencies are only 
permitted to send administrative messages 
to up to eight regions for a message.  
Recently, TSCC has encountered agencies 
who bypass the rules by sending the same 
messages to all nine of the regions.  For 
example, an agency might send a message to 
five regions in one message and then send 
the exact same message to the other four 
regions in a second message. This is a 
violation of TIME System policy: all requests 
for nationwide and statewide APBDs MUST 
first be directed to TSCC and they must be of 
significant importance to law enforcement.  
TSCC will evaluate and approve if the 
message falls within one of the following 
categories: 
 

1. Death or aggravated battery to law 
enforcement officials involving a person at 
large (adequate physical description of the 
suspect and/or vehicle is required). 

2. Felonies involving armed or believed to be 
armed fugitives (adequate physical description 
of the fugitive and/or vehicle is required). 

3. Escapees from custody (includes escapees 
from officer custody, city and county jails, 
prisons, detention homes or centers, work 
camps and juvenile facilities). 

4. Death and funeral notices of actively or 
formerly employed law enforcement officials. 
Wisconsin APBDs may also include public 
safety officials. 

5. Attempts to locate (ATL) where foul play is 
suspected or known and is so specified 
(adequate physical description of the person 
and/or vehicle required).  For death or serious 

illness message delivery (only if the direction 
of travel is unknown). 

6. Found unidentified bodies or body parts 
(must be entered into NCIC prior to the 
broadcast request). 

7. Severe weather warnings and disaster 
alerts. 

8. Information that has statewide or 
nationwide law enforcement significance. 
a. Description of the method of operation 

requesting information on similar cases 
or alerting other agencies to be aware of 
the same. 

b. Request for information on a person in 
custody refusing to cooperate by not 
giving name – (can request assistance 
based on description and circumstances 
of the case). 

c. If the request concerns stolen property 
that cannot be entered into CIB/NCIC, 
the list of property items must have 
state or nationwide significance and 
must be condensed into 15 lines of text 
or less (Give general descriptions 
without listing all the quantities). 

d. Any information that cannot be entered 
into CIB/NCIC and is pertinent to a 
criminal investigation that would be of 
interest to state or nationwide law 
enforcement agencies. 

e. If the APBD request falls within one of 
the regulations and there is information 
in the APBD that qualifies for entry into 
any of the data files, the APBD will not 
be approved until the applicable data 
has been entered into CIB and/or NCIC.  

9. Restrictions may be waived under the 
following conditions: 
a. A user has information that is pertinent 

to a criminal investigation that is of 
interest to ALL states and cannot be 
entered into NCIC. 

b. A user has information regarding 
kidnapping, skyjacking, or other 
serious criminal acts. 
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c. A user has information on a wanted person 
that cannot be entered into NCIC but is of 
interest to ALL states. 

One exception to reaching out to TSCC prior 
to sending out a statewide broadcast is using 
the mnemonic “ITLE” to send out an 
“Imminent Threat to Law Enforcement” 
message.  Agencies do not have to direct a 
request to TSCC first.  They can use the 
mnemonic ITLE, which will be sent out to all 
statewide law enforcement agencies only. At 
least one of the following criteria must exist 
to send an ITLE message: 
 
1. Threat to cause death or serious injury to a 

law enforcement officer. 
2. Death or serious injury of a law enforcement 

officer in the line of duty. 
3. Law enforcement officer missing in 

connection with official duties. 

If you have any questions on what types of 
messages meet the statewide/APBD criteria, 
you can email one of the CIB Training 
Officers or cibtrain@wisdoj.gov during 
normal business hours.  If you have questions 
after hours, call TSCC at 608-266-7633. 
 

 
 

eTIME MFA (Multi-Factor 
Authentication) 
In 2021, CIB deployed multi-factor 
authentication (MFA) for the eTIME 
application using the FortiToken MFA 
program. Initially the application was 
deployed to the field with three options for 
the token delivery method: email, SMS/Text, 
and FortiToken Mobile Application. At the 
time, all those methods were acceptable for 
delivery of authenticators, and they met the 
CJIS Security Policy requirements for 
Advanced Authentication by combining a 
username/password factor and one-time 
passcode (OTP) factor. Since that time, the 
CJIS Security Policy has gone through a 
massive overhaul which has changed how 
MFA is required to be deployed within CJIS 
environments.  
 
Version 5.9.2 of the CJIS Security Policy was 
published in December of 2022. Among many 
updates, the Identification & Authentication 
section was introduced, which provided the 
current requirements for MFA use in CJIS 
environments. To summarize the IA section, 
MFA is now required for accessing CJIS data 
regardless of location and its deployment 
within the systems and/or networks must be 
prior to any access of that data. Within the IA 
section, there are multiple different 
subsections that each lay out what controls 
are necessary depending on which MFA 
factors are put into use by the agency.  
 
CIB found that some of the new controls 
affect the use of eTIME delivered tokens and 
of the three available methods, the mobile 
application was the only truly compliant 
method currently in place. Email delivery of 
MFA tokens has become non-compliant and 
SMS/text delivery is still acceptable, but with 
several restrictions that now must be 
addressed if used. So why are those no-
longer-compliant or restricted methods still 
in place with eTIME, you might ask? CIB has 
been working on advising agencies and users 

mailto:cibtrain@wisdoj.gov
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to make the switch to using more compliant 
methods since v5.9.2 of the CJIS Security 
Policy was published, but as we all know, not 
every agency or user has the established 
means of being able to switch to a more 
compliant method immediately.   
 
With almost a full three-year cycle of audits 
having passed since the release of the MFA 
requirements, CIB has decided that the time 
is coming where those non-compliant or 
restricted delivery methods will need to be 
sunset or disabled to ensure compliance with 
the CJIS Security Policy at a state level for 
the eTIME application. We are asking users of 
eTIME to plan to update or change their 
eTIME MFA delivery method soon to the 
FortiToken Mobile Application, as it is the 
most compliant method. SMS/Text is still 
available; however, it is viewed as restricted, 
so it is possible that CJIS may no longer 
accept this delivery method in the coming 
policy updates, as it is now known to be much 
more easily compromised or intercepted.  
 
To reiterate, new eTIME users are highly 
encouraged to select the Mobile App delivery 
method for their token delivery method. 
Existing eTIME users, that are currently 
receiving their token via SMS/Text or email 
are highly encouraged to switch to the 
Mobile App delivery method. For existing 
users to switch, you can email 
eTIME@wisdoj.govand request that your 
current MFA enrollment be removed. That 
will allow you to re-enroll in the Mobile App 
delivery method upon your next log in to 
eTIME. The FortiToken Mobile Application 
can be found in both the Apple App Store 
and Google Play Store at no cost and is free 
to download. If you have any additional 
questions, please email eTIME@wisdoj.gov.  
 

Miscellaneous Numbers 

When entering a Miscellaneous Number in 
any person entry record (warrant, protection 

order, violent person, gang member, etc.), you 
are required to enter a two-character code 
before the number. The two-character code 
represents the type of Miscellaneous 
Number being entered. During audit review, 
we have noticed many agencies using PI 
(Personal Identification Number) and OA 
(Originating Agency Police or State 
Identification Number) interchangeably. For 
consistency, CIB requires agencies to use PI 
for Department of Corrections (DOC) and 
Department of Natural Resources (DNR) 
numbers.  
 

 
 

Any DOC or DNR number should only include 
the number itself and should not have any 
characters like “DOC” or “DNR” added to 
them, which would cause the entry to not 
return when the number is queried. The 
prefix OA is used for Criminal History State 
Identification Numbers only. The 
Miscellaneous field at the bottom of a person 
entry allows up to 500 characters to be 
entered. Any PI number (including DOC and 
DNR) should be identified in the 
Miscellaneous field, if there is room. 
(see image below) 
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Query Immigration – 
Naturalization  

0650 Transaction 
 
CIB has recently received questions about 
what the 0650 form in Portal XL is used for. A 
common misconception is that it is used to 
report crimes committed by aliens.  This is 
not the case; the form is used to query the 
status of aliens. The following is an excerpt 
from the Nlets User Guide.  
 
The purpose of the Immigration Alien 
Transaction is to provide timely information 
on aliens suspected of criminal activity and 
status information of aliens under arrest. The 
ICE LESC (Law Enforcement Services Center) 
staff will respond to the requesting law 
enforcement agency. 
 
The information may be used for the 
following purposes: 

• to assist with investigations. 
• to provide identification and 

background data on subjects for 
correctional departments. 

• to notify ICE of a subject's 
incarceration or placement on 
probation. 
 

The center operates twenty-four hours a day, 
seven days a week. 
 
After receiving a query, the LESC then 
queries multiple databases.  These databases 
include: Central Index System (CIS), 
Computer Linked Application Information 
Management System (CLAIMS), Enforce 
Alien Removal Module EARM/EABM 
(ENFORCE), Treasury Enforcement 
Communications System (TECS SQ94), 
Student and Exchange Visitor Information 
System (SEVIS), Enterprise Citizenship and 
Immigration Services Centralized Operational 
Repository (eCISCOR (CLAIMS4)), Refugee, 

Asylum, and Parole System (RAPS), United 
States Visitor and Immigrant Status Indicator 
Technology (US-VISIT), Person Centric Query 
Service (PCQS), Arrival Departure 
Information System (ADIS), Automated 
Targeting System (ATS), Automated 
Targeting System/Passenger (ATS-P), 
Automated Targeting System/Land (ATS-L), 
and Consular Consolidated Database (CCDI). 
 
Due to the manual intervention required in 
interpreting and analyzing immigration 
indices, search results and response times 
will vary depending upon the complexity of 
the information found in the databases. 
However, once the LESC receives a query, 
your agency will receive the following 
acknowledgement.  
 
“YOUR MESSAGE WAS RECEIVED BY THE 
ICE-LAW ENFORCEMENT SUPPORT 
CENTER. WE WILL PROCESS YOUR INQUIRY 
AND RETURN A RESPONSE UPON 
COMPLETION OF THE ICE DATABASE 
SEARCH. END”  
 
The original inquiry will be included at the 
beginning of each response.  A summary of 
the information that was located will be 
included. After the last response the word 
“END” will appear, noting that it is the final 
entry. If additional information or clarification 
is needed, send an Administrative Message 
to VTICE0900. A copy of all LESC responses 
will be sent to the local ICE office that has 
jurisdiction over the agency that made the 
inquiry. Contact information may be included 
at the end of the report for local 
enforcement offices of the inquiring agency. 
 
Below is an example of an Immigration Alien 
Response: 
 
IAR.VTICE0000 
07:18 10/27/2011 71982 
07:18 10/27/2011 15854 AZNLETS20 
TXT 
*** LAW ENFORCEMENT SENSITIVE *** 
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IAQ RECEIVED: 10/27/11 10:02:04 AM 
ORI/ AZNLETS20 ATN/NLETS_ANALYST PHN/ 
8005284020 
  
NAM/ SMITH, JOHN DOB/ 19500101 CUS/N 
OFF/0001 PUR/ S POB/AA SEX/M 
FBI/ 
  
ARN/234567890 SOC/123456789 
**** QUERY MESSAGE TEXT ENDS - L.E.S.C. 
RESPONSE BEGINS **** 
THIS IS NOT A GOVERNMENT DETAINER! THIS 
INFORMATION IS FOR 
LAW ENFORCEMENT USE AND IS BEING 
PROVIDED FOR INFORMATIONAL 
PURPOSES ONLY. THIS RESPONSE IS NOT 
SUPPORTED BY FINGERPRINTS. 
  
**** BASED ON THE INFORMATION PROVIDED 
***** 
THE FOLLOWING I.C.E. RECORD APPEARS TO 
RELATE: 
NAM/ SMITH, JOHN 
DOB/ 19500101 
POB/ INDIA --> INDIA / SIKKIM 
ARN/ 234567890 
FCO/ CHI 
DOE/ 19500101 
FFN/ SMITH 
MFN/ JONES 
NATURALIZATION CERTIFICATE/ 00000001 
NATURALIZATION DATE/ 20000101 
NATURALIZATION LOCATION/ CHI 
  
I.C.E. RECORDS INDICATE THAT THIS SUBJECT 
IS A 
UNITED STATES CITIZEN.THIS INDIVIDUAL IS 
NOT 
SUBJECT TO REMOVAL FROM THE UNITED 
STATES. 
NO FURTHER ACTION BY I.C.E. WILL BE TAKEN. 
  
SUBJECT IS A NATURALIZED UNITED STATES 
CITIZEN 
************************************************** 
 
For further information contact ICE Miami, FL; 

-Aliens IN CUSTODY - Miami SC IRC-Enforcement 
and 
Removal Operations at (305)207-5126 or 5127 
-Fax Number (305) 207-5130 
-Aliens NOT IN CUSTODY (Roadside) Homeland 
Security Investigations at 1-800-XSECTOR 
- Or the Law Enforcement Support Center at 
(802) 872 - 6020 
  
  
REQUESTING ORI INFORMATION: 
AGENCY/ 
PHONE/ 
  
LESC QUERY ID: 00000001 *** LIMITED OFFICIAL 
USE *** 
  
END OF RESPONSE . . . 
 

WI DOJ Email Updates 

All WI DOJ email addresses have changed. 
We will no longer be using the domain 
doj.state.wi.us. The new addresses will use 
the domain wisdoj.gov. A list of updated email 
addresses can be found in the CIB Contacts 
page at the end of this newsletter or online 
at https://wilenet.widoj.gov/cib/cib-contact-
list. For the foreseeable future, the old email 
addresses will still be forwarded to the 
updated addresses, however, please begin 
using the new email addresses effective 
immediately.  
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Crime Information Bureau (CIB) Contacts  
 

 Name Telephone Fax Number Email 

Director Bradley Rollo 608-264-8134 608-267-1338 bradley.rollo@wisdoj.gov 

Deputy Director-TIME 
System/Criminal History 

Katie Schuh 608-266-0335 608-267-1338 katie.schuh@wisdoj.gov 

Deputy Director-
Firearms 

Andrew Nowlan 608-267-2776 608-267-1338 andrew.nowlan@wisdoj.gov 

TIME System Operations 
Manager 

Brian Kalinoski 608-266-7394 608-267-1338 brian.kalinoski@wisdoj.gov 
 

TIME & Technical 
Services Manager 

Craig Thering 608-261-0667 608-267-1338 craig.thering@wisdoj.gov 

Training Officer - Senior Sarah Cook 608-261-7667 608-267-1338 sarah.cook@wisdoj.gov 

Training Officer Ben Brandner 608-266-9341 608-267-1338 benjamin.brandner@wisdoj.gov 

Training Officer Matthew Woodrum 608-261-5800 608-267-1338 matthew.woodrum@wisdoj.gov 

TIME Analyst - 
Advanced 

Zach Polachek 608-264-9470 608-267-1338 zach.polachek@wisdoj.gov 

TIME Analyst Jeanette 
Devereaux-
Weber 

608-266-2426 608-267-1338 j.devereauxweber@wisdoj.gov 

TIME Analyst Jennifer Virgin 608-266-7792 608-267-1338 jennifer.virgin@wisdoj.gov 

TIME Analyst Megan Smaby 608-261-8135 608-267-1338 megan.smaby@wisdoj.gov 

Criminal History Unit 
Manager 

Sarah Steindorf 608-261-6267 608-267-1338 sarah.steindorf@wisdoj.gov 

Criminal History Unit 
Manager 

Brandon Smith                     608-266-0872                       608-267-1338 brandon.smith@wisdoj.gov 

Firearms Unit Manager Jen Garske 608-264-6373 608-267-1338 jennifer.garske@wisdoj.gov 

Firearms Unit Manager Mike Worth 608-261-8104 608-267-1338 michael.worth@wisdoj.gov 

TRAIN    608-267-1338 cibtrain@wisdoj.gov 

eTIME   608-267-1338 etime@wisdoj.gov 

PSN Requests   608-267-1338 cibpsn@wisdoj.gov 

TIME System Audits   608-267-1338 cibaudit@wisdoj.gov 

TIME Billing   608-267-1338 timebilling@wisdoj.gov 

WORCS  608-266-7314  cibrecordcheck@wisdoj.gov 

TSCC  608-266-7633 608-266-6924 tscc@wisdoj.gov 
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Additional Resources 
Agency Name Telephone/Website Terminal ID Email/Fax 
WILEnet https://wilenet.widoj.gov/ 608-266-

8800                                                                                                
wilenet@wisdoj.gov                                              

Friction Ridge Database Unit (FRDB, formerly AFIS)  dojcrimelabfrdb@doj.state.wi.us 

National Crime Information Center (NCIC)   

Recalls 304-625-3000  ioau@leo.gov 
Hits to Wants 304-625-9245  304-625-9899 

WI Division of Criminal Investigation (DCI)   

General 608-266-1671   
AMBER/Silver Alerts 844-WSP-HELP  info@wisconsincrimealert.gov 

International Justice and Public Safety Information Sharing 
Network (Nlets) 

 Nlets User Guide : Nlets 

Control Center 800-528-4020  helpdesk@nlets.org 
WI Crime Information Bureau 
(CIB) 

   

TIME System Control 
Center 

608-266-7633 TSCC  

Training, Policies & Manuals https://wilenet.widoj.gov/cib/time-system-training-materials-manuals-forms 
Fingerprint card requests See link below   
WI Recalls   cibtrain@wisdoj.gov  

WI Dept of Corrections (DOC)    

Community Corrections 608-240-5300   
Central Records 608-240-3750   
Monitoring Center 888-222-4362   

WI Dept of Natural Resources (DNR)   

Enforcement (LE only) 608-267-0844 WDNR  
Information 608-266-2621 RDNR  

WI Dept of Transportation    

Vehicle Records 608-264-7447 WREG  
Driver’s Records 608-264-7049 WOLN driverrecords.dmv@dot.state.wi.us 

National Center for Missing or 
Exploited Children (NCMEC) 

800-THE-LOST 
www.missingkids.com 

VA007019W  

National Insurance Crime 
Bureau (NICB) 

847-544-7000 ILNICB000 investigativeassistance@NICB.org 

WI Clearinghouse for Missing & 
Exploited Children & Adults 

800-THE-HOPE  wiclearinghouse@wisdoj.gov 

WI Consolidated Court Access 
(CCAP) 

https://wcca.wicourts.gov/   

US I.C.E. Bulk Cash Smuggling 
Center (BCSC) 

866-981-5332 VTICE1600  

Fingerprint card requests https://forms.fbi.gov/cjis-fingerprinting-supply-requisition-form 

 

https://wilenet.widoj.gov/
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