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Pl ease join me in welcoming Katie
as the new TIME & Technical Servic

by Courtney Dobersteinbés departure
tions in CIB since joining us in
Uni t , TI ME & Technical Uni t , and
the TIME & Technical Unit as the
Jodi Hollister, former Training
Depart ment of Justice. We wi sh
Freshcorn and Greg Kosharek as
for any questions, training or au
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tained by the DNR is now avail abl BNRRegstgiont he TI
page 2 of this newsletter for morﬁew\/{“lcensermagi
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TI ME and Tech: Gener al |l nf o

The TIME & Technical Se#tvimee e mph ioty ie ® vd td&Efsfe & de «
andpemson support and troubleshooting to crim
l em, but most common requests for assistance I

T eTl ME browser

1 I nterface connections

1 Fingerprint submissions

T Audi ts

Half the team focuses on making sure the syste
access to the system and critical informati on

for criminal justice personnel . This half of

each agency connected to the TIME System. You

DNR Registration Update: UTV/ (

TI ME System

u now have the capabil iHi ywhway
Mot orcycl es (
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e

er s
HM) in the TIME System. These ne
rface software. The UTVs are que
i tgyhpvea yc avibe ofracry cOfefs :  OM.

and using in
There is a n

The eTIl ME

has been a
Snowmobil e
updated so

eck boxes on the Vehicle Search pa
ed as wel | . Il n Port al 100, form 1
and al so t he new UuTv and OHM
it is titled AQuery WI-hBgbweaypbimbeb

enter the type code of AOMO and then click on
I f your agency has an interface application,
UTV/ OHM registrations:

0492 Query Snowmobile/ ATV/ UTV/ OHM by VI N
0493: Query Snowmobile/ ATV/UTV/ OHM by Regi stra
0486 Query Snowmobile/ ATV/ UTV/ OHM by Registra

The new OHM query is not available using MACHL
turn responses for an ATV or UTV.
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New Wi sconsin License Pl at e

Five new |icense plates have been issued b

Wi scofHsi Chdobose Life, the Childrends Hospital,

|l ege of Wi sconsi n.

y

To query the Medical Coll egCceWwobr Wi savasbihamp
To enter a Medical Coll egeClof Wi sconsin pl a
To query any of the ofCMerorf oluera vpd ahtleasn ku.s e p
To enter any of the oORer four plates use p
WISCONSIN . . WISCONSIN WISCONSIN C WISCONSI WISCONSIN
( 4 #1000 0000M 210000¢
#100005 | ¥10000¢  [ONCE N0000! ENWANAE
Empowering Our Youth Choose Life Chides

Musky Clubs Aliance knowledge changing life

AFI'S Upgrade

Wisconsin Department of Justice’s Automated Fingerprint Identification System (AFIS) is in the process of
being upgraded. AFIS is a biometric identification methodology that uses digital imaging to obtain, store,
and analyze fingerprint data. All fingerprints submitted to the Wisconsin Department of Justice for any
purpose are routed through this AFIS System. The upgrade of WI DOJ’s AFIS will ensure that our depart-
ment is using and supporting the newest technology that is available.

The AFIS upgrade is currently scheduled to be deployed in late 2019 or early 2020. This upgrade will pri-
marily occur in the background of DOJ operations, but WI DOJ feels that it is important for law enforce-
ment agencies to be aware of what is occurring. Wisconsin DOJ will alert the law enforcement community
in a timely manner when any changes relating to this project are determined to have an outward impact on
agencies.

This upgrade will allow Wisconsin DOJ and Wisconsin law enforcement agencies to participate in new FBI
programs, such as RISC and Rap Back, in the future.

Rap Back is an FBI service that allows authorized government agencies to receive notification of subsequent
activity on individuals who hold a position of trust (e.g. school teachers, daycare workers) or who are under
criminal justice supervision or investigation.

RISC is the CJIS Repository for Individuals of Special Concern. RISC will allow law enforcement officers on
the street to use a mobile identification device to perform a “lights-out” rapid search of a limited repository
of fingerprint records. Officers receive a response within seconds and can quickly assess the threat level of
any subject encountered during their normal law enforcement activities.

Recently your agencies received an INFO Broadcast message relating to the discontinuation of two Idemia
supported Fast ID products. If you did not receive this message, please reach out to cibtrain@doj.state.wi.us
and we’ll provide you with more information. More details on this upgrade and its potential impact on law
enforcement agencies will be shared as it is made available.
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Fingerprint Submi ssions for

There has been some confusion as t
needs to submit when doing a backgr
submit the prints. The short answer
electronically to the Training and S
ALESBO code, you should also send a
are completing a bawkgnoperdsohepek §
civilian, or administrative personne
code

The reason a set of pri mtndl Beddsg tsavobaea 9en

submitting agency does not review or docume
code ALESB. 0 Results from a ALESBO backgro
primarily concerned with identifying potent
results of a ALESBO check if a firearm di sq
Prior to making a hiring decision, your ag
potential hire. Your agency must deter mine
be granted access to CJI and your physical
additional fingerprint submi ssion using co
sworn personnel . This ensures that an age
purposes and for allowing access to CJI

The results of the ALEAPO submission, unl i
agencyb6s fAWisconsin Online Record Check Sys
To access WORCS, each agency must designate
for potenti al di squalifiers and document t

training document at ilotnt ps: /t /hvew WOrReCcSo rweedisd d ke.

I f you are not submitting fingerprints el ec
note of the following mailing addresses:
Sworn | aw enforcement applicants: for LESB C
T&S

P. O. Box 7070
Madi son, -2WI8 853701

Nossworn | aw enforcemébseetappl LEARt Pr&ntilsefdr
Cl B

P. O. Box 2688

Madi son, -2WI8 853701



https://www.recordcheck.doj.wi.gov
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Known or Suspected Terrorist (KST

The US Attorney Gener al has granted the Feder

Screening Center (TSC), additional authoritie
records regarding individuals reasonably susp
nati onalThsee erwltyy . added records wil/ contain

me s s d&ige:* DO NOT ADVI SE THI S | NDI VI DUAL THAT
SECURITY I NTERESG*Hew.records became avail abl ¢

This new handling code should be handled in
alerted by NCIC of a possible Handling Code
Agencies SHALL NOT take action or advise the
watchlist or extend the encounter |l onger than

The FBI has released Version 5.8
of the CJIS Security Policy. How-
ever, you should be aware of the
significant change in Version 5.7
that requires state and national
fingerprint background checks be
conducted prior to granting access
to CJI for all personnel that have
unescorted access to CJI or the
agency’s physically secure location.
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Gl ock Pistol Seri al Numb effs
NCI C has di stributed clarification regard g
nati onwi de have been entering the pistol us g t
the actual seri al number . The serial numb [
underneath the frame of the pistol whi |l e e
paperwork orimet aftomwebbetésrearm itself. | ow
typical |l ocation of the serial numbers (arr s) .

Serial number locations

(arrows)
Pl ease ensure your agency is wusing the act I ¢
recovered firearm. Use of the serial numb Wi
recover the firearm along with receiving th app

Vehicle registrations from the
Spokane Tribe (Washington
state) are now available
through NLETS. These can be
queried using an out-of-state
(WA) vehicle registration query.
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EncrypPiomecti ng Law Enforcement Dat a
What i s encryption?

Encryption is the process of encoding a mess:
parties can access it and t hose wh o ar e no
mat hemati cal algorithms within programs to se
algorithms determine the strength of the encr )

Why do | need encryption?
Encryption is necessary to protect data in st
this data from nefarious persons or groups it

How strong should the encryption be on our ageée

|l f your agency wutilizes your computers and/ or
informationo (CJI) per the FBI CJI'S Security
out side your agencyb6s secure |l ocation for CJ

Processing-2St(d&n®&%r.d 4D40

To meet the CJIS Security Policy2 eecrrtyipftiieodn, ra
encryption modules must have a certificate 1is
(NI ST) . NI'ST Certificates are issued to the m
Cryptographic Module Validation Program test.
al ways be manufactured by the brand of har dw
i mportant to research products thoroughly bef
their productodés encl2ypmploinamoidad eai st &p PiSn 1410«

the encryption modukersitfibednompanynwotabep®Ro&T
certificate for the encryption module depl oye
encryption has been tested and certified to m
WI DOJbés requirements for encryption.

I f your agency is |l ooking to procure or deplo
process criminal justice information and you
for the NI-B3TCE&I PIST iladddt e ( s) for t he product d6s
encryption can be obtained from your vene&or
certificates can be Vvhartipfsi:edd cwira . nhet NMBIFY IRe b
Val i dhPartodgornam/-Matduldas £E8ear ch

I f your agency is stil]l unsure on the encryp:
Technicali bUmiati ngadd.oj . st ate. wi . us



https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules/Search
https://csrc.nist.gov/Projects/Cryptographic-Module-Validation-Program/Validated-Modules/Search
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NI CS Automated Hit Confir mat

OoOn April 1, 2019, the National Il nstant Cr i
automated hit confirmation requests to agen
Order records that potentially match based

The hit confirmation request from the NICS
when responding to the hit confirmation req
confirmation response back to the appropri a

I f you ask additional guestions when respon
NI'CS Unit, they wil!/l not be addressed i mmed
processed by the NICS Unit.

The Control Field Number can be found bet w
confirmation request.

The Arrows show t he

Number wused in theg au
YQ. WVNICS040 Confirmation Reque¢gst
11 : 1 2 it in your Hit Confir

01341

11:12 04/18/2019 14631 WI013595Y

*228553187Y

TXT

#**HIT CONFIRMATION REQUEST FIRST NOTICE **** ***RESPONSE PRIORITY:
ROUTINE RESPOND WITH ONE HOUR ****

1684 - Hit Confirmation Response
Originating Agency Identifier IW1013225Y

O Article O Boat O Gun O License O Ppart O Security O Vehicle
() Wanted Person (O Missing Person (®) Protection Order

Destination I
NLETS Control Field I22855318'?Y —

Confirmation Status F Confirmation Hours |

Originating Agency Case Nurmber I*




2019 CIB CONFERENCE

September 11-13, 2019

Radisson Hotel Airport Green Bay

2040 Airport Dr.
Green Bay, WI 54313

Tentative Agenda Items:

o Middleton Active Shooter o Criminal Histories

o Human Trafficking o Firearms Disqualifiers

o Wisconsin Threat Brief o Department of Corrections
o TIME, Tips & Tricks o Tactical Resiliency

Jay Dobyns - Plenary Speaker

Jay was hired by ATF on a Monday in 1987. 4 days later he was shot point-blank in the back by a criminal
suspect. The bullet traveled through his lung and exited his chest. He was 26 years old. He rushed back
to work and for the next 27 years, enthusiastically accepted every dirty and dangerous assignment
possible. Some days he succeeded, on others he failed, but all he ever wanted to do was to defend and
protect people who couldn’t, or wouldn't, do that for themselves. Every morning when his alarm clock
went off he was excited to investigate violent crime on behalf of the American public. Death threats
mounted from street criminals. At a point in time, four international crime syndicates held contracts to
murder him, gang rape his wife, torture his teenage daughter and kidnap his adolescent son. Jay will
share his story and how he overcame the obstacles during and after his career.

Tuesday, September 10th
Early Registration: 3-7 PM
Vendor Reception: 4-9 PM

Registration http://www.cvent.com/d/négmtn




CIB Contacts

Name Telephone Fax Number Email
Director Wal t Never ma0-8286-62070-86-I338never manwm@d o j st
Deputy Direct®radley ROl 60-86-28213460-86-I338roll obr@doj.state
TI ME & Techni Kalkti e Schuh6086-63356086-I338schuhkr @doj . state
Services Manager
TrainingSeifarEeni ' y Fresh60865800086-I338freshcornek@doj . s
Training Offi Geegory Kos6@QBE6E6676086-I338kosharekgr @do]j st
Training Officer
TI ME System Chris Kalinéa086-83940-86-I338kalinaca@doj .stat
Operations Manager
TI ME Anal yst Sarah Stein€@0-86-81356086-I338steindorfsr@doj . s
TI ME Anal yst Craig Theri 60-86-879260-86-I338theringcd@doj . st e
TI ME Analyst Zach Pol aché&RR286-947060866924pol achekzd@do]j st
TI ME Analyst Jeanette De6G@B6-B4R660836-T338devereauxweberjd
Weber @doj .state. wi . us
TI ME System Audits 6086-I338cibaudit@doj . stat
TI ME Billing 60-86-I1338timebilling@doj . s
AFI S OperatioAssrMamageBadi1-38250041-838-2507bastar @doj .state.
Criminal Hi st doy Mectricon603662676086-4558morrisonjd@doj . st
(Record Check &
Criminal RecoBdandon Smi 66-8668726086-4558smithbp@doj . stat e
Supplies and I maging
Firearms Unit Andrew Nowl @8-86-Z27766086-IT338nowlanam@doj . stat
TRAI N 608687926086-I338cibtrain@doj.stat
WIJIS JusticeZ@aheWayachéR386847060866924wijis@doj.state.\
TSCC 6 0-86-863360-86-69214
WI LENET 60-86-8800 wil enet @doj . st at e
Check the WI LENET website for additional dat
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